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1.

: x86 a x64 CPU, ARM, AMD64

Komunik :

WiFi, Bluetooth

prvky: Cisco, Fortinet, Moxa, Flowmon, Claroty, HP

UPS: -1 

NAS server: RAID 5 prevedenie hot-swap + spare disk

Microsoft Windows, GNU/Linux

MySQL

PLC Protokoly: IEC 60870-5-104, MODBUS, OPC UA, PROFIBUS, PROFINET 

: SSH, HTTPS, SFTP, LDAPS, IPSEC, TLS min. 1.2

Monitoring: SNMP min. ver. 3, NetFlow min. v9, ICMP 

SET, Windows Defender

Acronis

a

2.
,

, TACACS+, 
RADIUS).

v hash a nesm

3.
Pri hardeningu CIS Benchmark
(https://www.cisecurity.org/cis-benchmarks/) a NIST, PCI DSS, 
HIPAA, DoD Cloud Computing SRG, FedRAMP.
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CIS Hardened Images (https://www.cisecurity.org/cis-
hardened-images).

4.

cpe:2.3:h:abb:pm590-eth:2.0:*:*:*:*:*:*:* NIST
(https://nvd.nist.gov/products/cpe/search).

5.
O je 

.

6.

r u uveden v tohto dokumentu a 

a

a) nastavenie IP adresy rozsah SE,

b) protokol SNMP min. ver. read-only),

c) protokoly HTTPS/SSL, SSH, TACACS+, RADIUS,

d)

e) -port mirroringu, alebo tzv. SPAN port (nesmie sa 

.

S v

a)
segmentoch (DMZ),

b)
,

c) .

mus cez firewall

.
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P e , musia van

SaIS kat. II a III s
v (sonda) a 

vyhodnocova pakety s presmerovan
(napr. Flowmon ADS, Claroty).

7.

.

:

a) , ako aj p ,
b) zmenu pravidiel firewallu),
c)
d) pripojenia a odpojenia .

Pozn.: Pre SaIS kat. III s

3 mesiace

e 
SE.

8.
P e e: 

protokolov pri a i https namiesto http, ssh 
namiesto telnet), 

(VPN) point-to-point, 

ov off-line internou CA (pozn.: SE, a.s.).
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9.

EmailProxy 
Server

Internet

Email
Server(DNS, DHCP, LDAP,

ServerSFTP
Server

Patch / AV
Server

Server
zdie

staniceServer
Server

Server 
(DNS, DHCP, LDAP, 

HMIAlert / Alarm
stanice

PLC DCS RTU

Server

VPN

L3 Switch 
Port mirroring   

Server

(AAA, Radius) 

Web
Email

CIP

Netflow +
Anomaly Detection

Syslog
Server

Netflow +
Anomaly Detection

Syslog
Server

Firewall

Senzory Roboty
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Legenda

5: 

erejn web, e-mail, VPN.

odnikov

I , 

3.5: 

IDMZ odde od podnikov
.

3: SCADA a podpora

ry na riadenie a enia u a riadenia

priamo 
protokolov a e-mail.

2: Segment o

Tento segment segment 1. 

T RTU, PLC, DCS.

, , motory, senzory, a pod.

.


